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About Us
Indian Society of Artificial Intelligence and Law wants to spread our message of hope

and compassion. We believe that a single action can make a difference in the

community, and that collective action can greatly impact the world. The Indian Society of

Artificial Intelligence and Law is the only society in India, which conceives of the

incorporation of Artificial Intelligence into the field of Law, wherein it is a multidisciplinary

collaboration between Law and Information Technology (particularly Data Science and

AI).

Our Philosophy
Artificial Intelligence has a primordial importance in human society. It renders a suitable

relativity with mankind, and reflects a cultural backstop to human nature and its bliss. It

dates back to the possibilities of what a machine could realize under Alan Turing, in his

paper, ‘The Imitation Game’. Nevertheless, the advent of Law, from its traditional

positivist approach to a generic synthetic yet positive approach, has affected the

directional utility of a globalized world. The use of machine learning as a component of

data dimensionality has sincerely affected and led to generic consequences and is

deemed fit enough not be ignored by international and domestic legal systems.The

Society, which we term as ISAIL as well, focuses on its 3-fold approach; Academic

Innovation, Learning Opportunities and Social Entrepreneurship.As AI is a deemed

possibility to exist, it is an imperative ground that its legal modalities empower an

anthropomorphic future for the natural ecosystem, to regard its decisions and relevance.

This is not a question, which is about an Artificial General Intelligence, above every

stigma of intelligence. It renders a possibility of major reality where international law and

its domains are capable to understand, disseminate, secure and recognize the present

and future of AI.

© Indian Society of Artificial Intelligence and Law, 2020



 

© Indian Society of Artificial Intelligence and Law, 2020 
Available on isail.in/strategy. 

Indian Strategy on AI and Law, 2020 – Discussion Paper 

International Algorithmic Law: Emergence and the 

Indications of Jus Cogens Framework and Politics 

Abhivardhan1 

1 Chairperson & Managing Trustee, Indian Society of Artificial Intelligence and Law, India 
abhivardhan@isail.in 

Abstract. The nature of cyberspace is currently narrowing from its hard power 

definitions to more delicate and rapid soft power notions in international law and 

relations. From the realpolitik assertions of cybersecurity and big data in a ne-

oliberal economic world, the concept of international algorithmic law is proposed 

to emerge, considering two important trends in the field of international law and 

the politics of cyberspace and digital economics, i.e., the evolution of the politics 

and economics involving artificial intelligence ethics at a global level and the 

transition of the rules-based international order from neoliberalism and unipolar-

ity/bipolarity to neorealism and multipolarity. The Discussion Paper as a part of 

the Indian Strategy for AI & Law, 2020, therefore analyses the proposed field of 

International Algorithmic Law and its political basis with some key cases. Fur-

ther propositions include the supposed sources of international law based on the 

existential and structural purpose of the field, the diplomatic considerations and 

strategic constraints that constitute the extensive the political utility of the field, 

analyses of certain factors in proposition in connection with IAL, i.e., (1) Market 

Economics and Neoliberalism; (2) the ideology of Multilateralism; and (3) the 

Synergy of Algorithmic Diplomacy with Cybersecurity and its Politics in line 

with International Law related to Cyber Warfare. Conclusions are reflective. 

Keywords: Artificial Intelligence, Multilateralism, Algorithmic Policing, Mul-

tipolarity, Market Economics, International Law. 

1 Introduction 

International Law in the fourth stage of globalization is a dynamic and a disproportion-

ately generalized field in the realm of politics, law and society. Since 1990, its Euro-

pean-American foundations did transform and change (The Economist, 2020; Myers, 

2014; Mandatory Multilateralism, 2019). The immense transformations in the interna-

tional law model provided avenues to the international relations conspiracy theories, 

realpolitik assumptions and diplomatic mentalities. Some of the common sovereign and 

non-sovereign or anti-sovereign mentalities in international law and diplomacy were 

developed (Mandatory Multilateralism, 2019) and have been relinquishing from the 

domain of international relations as always. For example, the Shia-Sunni mentality of 
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the West towards Iraq, Iran and the West Asian countries, India's pacifist mentality 

towards Pakistan (South Asia Fast Track, 2018; Rajopadhye, 2020), Russia's apathy 

towards European institutions and even the attitude of NATO towards the Balkans have 

gradually changed so far. There still will be regional, transnational, transboundary and 

perhaps, cyber-spatial and planetary issues to be dealt in the realm of international law, 

and so, this would be in its own gradual process. Now, the propositions made through 

this work, are that (1) the international community is at the verge of developing the 

field of International Algorithmic Law (hereinafter IAL) and Politics, which was prone 

to begin due to the role and rise of Artificial Intelligence; (2) that the field of IAL will 

attract major strategic and converging yet narrower avenues in the jus cogens frame-

work attributed to customary international law; and (3) IAL will deeply influence and 

guide the ideology-policy dichotomy of the multilateral system that the rules-based in-

ternational order currently holds.  

2 What is International Algorithmic Law? 

The work proposes the emergence of this new field of International Law, especially 

within the branch of International Cyber Law or International Law and Technology or 

perhaps a hybrid offspring of both. Although this field might have to attract tertiary 

primacy of the fields like International Telecommunication Law, International Human-

itarian Law, International Trade and Economic Law and Private International Law, 

fields like International Human Rights and Culture Laws and their subsidiaries will 

have a triggering role as usual in a multilateral system. However, the multilateral sys-

tem may not exist the same way amidst ethnocentrism, transient populism, neorealism 

and the political thawing of the cold war diplomatic mentality, which has shown vicious 

signs amidst the COVID19 pandemic worldwide. Thus, as proposed, the field can be 

summarized as follows: 

The field of International Law, which focuses on diplomatic, individual and economic 

transactions based on legal affairs and issues related to the procurement, infrastructure and 

development of algorithms amidst the assumption that data-centric cyber/digital sover-

eignty is central to the transactions and the norm-based legitimacy of the transactions, is 

International Algorithmic Law. 

Although the intention here is not to render any absolute definition, it is anyways 

proposed that may be a reasonable definition as aforementioned may arise. similar or 

implicitly congruent to the above.  

The field of IAL itself - like any other international law field is central to the under-

standing of (1) the role of intergovernmental bodies and transnational actors; (2) the 

unusual equilibrium of the coherence and inconsistency relationship between realpoli-

tik visions and legal morality in international relations, and (3) the political parallelism 

behind the economics and politics behind the growth of algorithms. To avoid any gen-

eralizations, let us estimate how algorithms influence international relations and what 

factors can come into being that may endorse the creation or acknowledgment of a new 
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discipline of international law. There may be academic considerations to the viability, 

weight and sensibility of an international law field, as beyond diplomacy, politics and 

strategy, the role of academic scholarship and research will be central to the structure 

of policy studies in international relations.  

2.1 How Algorithms Influence International Relations 

In definitive contexts, the realm of Artificial Intelligence comes central to the utilitarian 

recourse of the term ‘algorithm’. Since we know that in the fourth stage of globaliza-

tion, we need to render some basic constructs that create and reinvent new legal sys-

tems, we have to assume what are the current international legal outlooks that shape 

multilateralism, even if it is being contended that multilateralism is losing its pro bono 

relevance (The Economist, 2020). Generally, the theories of market economics/neolib-

eralism coupled with globalization influence our core policies in international diplo-

macy. From climate change to transitional justice, neoliberalism and globalization will 

be at the center of the status quo of the global order through some all-comprehensive 

understanding. Nevertheless, we have to also admit that the multilateral system itself 

lacks self-rejuvenation and requires incremental and slow rejuvenation. Partnerships 

and plurilateral engagements always complement multilateral regimes, and since we 

still do not have multilateral approaches in algorithmic diplomacy with regards to AI – 

we can still rely on public-private partnerships and B2B engagements with effective 

government checks and anthropological methods. 

In a series of the preliminary confidence-building measures in the multilateral sys-

tems, the United Nations Interregional Crime and Justice Research Institute (UNICRI) 

in early 2015 established a Centre for Research in AI and Robotics (UNICRI), the In-

ternational Telecommunication Union organizes the AI for Global Good Summit every 

year, and various governmental and expert meetings on the Convention on Prohibitions 

or Restrictions on the Use of Certain Conventional Weapons Which May Be Deemed 

to Be Excessively Injurious or to Have Indiscriminate Effects (hereinafter the CCW) 

have been happening for years. Even the EU and the Council of Europe (Council of 

Europe, 2020; European Commission, 2020) proposed papers on issues related to algo-

rithmic bias, algorithmic accountability, the life cycle of ML systems, automated dis-

crimination and the role of AI in catering the Sustainable Development Goals 

(Cummings, et al., 2018). Although there have been significant challenges faced by 

multilateral bodies and experts that automation and activities beyond automation might 

not be able to prevent discrimination or failure to adherence of the individual approach 

to human rights (Desierto, 2020), legal principles competent within the proceduralist 

notions of natural justice, such as fairness, transparency and others cannot be automated 

(Wachter, et al., 2020) and ideological notions such as neo-luddism have influenced the 

AI-innovation discourse (Appleyard, 2014), we must not forget that the influence of 

algorithms will not be insignificant anymore.  

It is therefore proposed that Algorithms, in due interpretation, are required to be as-

sumed as the fundamental and substantive units of AI (Gupta, 2019; European 

Commission, 2020 pp. 24-26) considering the role of algorithms in deciding and 
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seeking the life cycle of an AI-based system. However, technical bifurcations are also 

essential in order to assure that due to the unitary nature of algorithmic activities, we 

are able to categorize between AI systems, analytics-based infrastructure and others 

carefully. In due inference from the approach adopted by the European Commission, 

we can also adopt the privacy by default & design principle carefully, and considerably 

understand the ‘many hands’ problem or the role of multiple actors, because beyond 

issues of legality and involvement – the bigger problem in emergence can be as how 

the operative liability and accountability framework vis a vis AI can be effectively in-

strumented (Council of Europe, 2020).  

AI is already being used by social media and other technology companies on matters 

related to individual profiling (Information Commissioner's Office, UK; Balduzzi, et 

al., 2010), automation of fairness (Wachter, et al., 2020), deep learning initiatives to 

influence omnipresence and omnipotence of customer experience (Adobe, 2020 pp. 3-

5), diplomacy and trade (Bjola, 2020 pp. 5, 9, 13, 15, 27, 34; Prakash, 2019) and other 

relevant synthetic practices, such as combining the potential of blockchain/Internet of 

Things with AI (Cummings, et al., 2018) and so on.  

The paper therefore posits on the diplomatic considerations and strategic constraints 

behind the passive generation and passive evolution of International Algorithmic Law 

(hereinafter IAL), important factors such as (1) Market Economics and Neoliberalism; 

(2) the ideology of Multilateralism; and (3) the Synergy of Algorithmic Diplomacy with 

Cybersecurity and its Politics in line with International Law related to Cyber Warfare. 

Furthermore, based on realpolitik and ethical grounds of international relations and 

technology diplomacy (a) the probable reflections of the sources of international law, 

(b) the genesis of customary international law & the (c) the existential role of interna-

tional organizations and state-centric actors (state actors, non-state actors and trans-

state actors. In the concluding portions, recommendations have been proposed in the 

paper with regards to the field. 

2.2 Features of IAL 

It is proposed that the following might be the propositional features of International 

Algorithmic Law: 

1. The de facto basis of IAL should be the political and economic transformation of 

algorithms under the theory of state actors and their categorization; 

2. The legal basis of IAL can be the existing jurisprudence and legal literature in inter-

national law and technology. However, the approach involving IAL must be a trans-

fusion of (a) the approach involving policies in the anthropomorphic manner to un-

derstand the limitations of technology diplomacy and politics; (b) the approach of 

AI Ethics based on real and uncompromised harmonization of ideological practices 

and cultural notations; and (c) the position to recognize that the scope of disruptive 

technologies is to switch and transform the equilibrium between rule of law & strat-

egy dynamics of technological utilitarianism. 
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3. IAL can be the initial resort towards expanding and inventing horizons towards the 

metaphysical and meta-digital aspects of the concept of international law applicable 

to cyberspace – in the family fields of AI Ethics or AI and International Law, beyond 

(1) international data protection law; (2) international telecommunication law; (3) 

international cybersecurity law and other soft and hard powers-based international 

law fields; 

4. The reasonability and proclivity of IAL can be based on considering algorithms as 

the dependent units of diplomatic practices (Bjola, 2020 p. 13) central to the trans-

actional capacities to determine the expertise involved in the process of diplomacy1, 

thereby giving algorithmic activities some priority to the kinetics and metaphysics 

involving the role of data and its formulations; 

5. Like the major international law fields, IAL also can be influenced by the influence 

of soft power and hard power complexes in international relations. Despite the fact 

that soft power might be a delicate asset to trigger the consequential order of the hard 

power policy developed by a state, as in the case of IAL, in proposition, it is possible. 

It is therefore important that the physiological aspects of algorithmic constitutional-

ism and governance must not be based on creating an absolute cleavage between 

individual and collective entities and their trans-entity relationships. Instead, a co-

herent pattern can be made where at an entity level, whether individual or collective, 

the frameworks of responsibility, foreseeability, accountability and liability must be 

subjected to better assessments considering the life cycle of an AI system (European 

Commission, 2020 pp. 20-23) and its artificial empathy (which already makes its 

actionability foreign and complex to human motivations and the methods that in-

volve mapping human modalities) for better observation and discernment;  

The further sections of the paper are based on the diplomatic considerations of IAL and 

the possible development of customary international law and peremptory norm mech-

anisms.  

3 Diplomatic Considerations and Strategic Constraints 

related to IAL: Basis and Factors 

3.1 Distinctions in the Attributes and Factors involving AI with 

Diplomacy 

It is suggested that the connection between AI and Diplomacy must not be entirely 

metaphysical, but some of its underpinnings can be attributed to limited metaphysical 

approaches to diplomatic ethics. Furthermore, to understand the probable attributes and 

factors that involve AI and Diplomacy, the best way proposed would be to adopt a 

realpolitik approach. Now, there may be contesting theories related to the realpolitik 

 
1 Dr Bjola explains in her paper for the EDA (Bjola, 2020 p. 13) with a proper diagram (Figure 

3) about the levels of expertise and the role of transactional activities. 
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approach, but some basic propositions as given below can be helpful to assist us in 

determining the attributes and factors involving AI with Diplomacy: 

• There must be grounds kept open for newer geopolitical critics and estimates over 

the economic and aesthetic impacts of algorithmic activities and operations at diplo-

matic levels, so that better assessment is ensured; 

• It is advised that risk assessment with respect to algorithmic activities and operations 

should be regarded as a security asset for state actors. Multilateral or plurilateral 

assistance with respect to sharing information or intelligence on risk assessment is 

only possible when in the respective arrangements, whether multilateral or plurilat-

eral, trust and reasonability in behaviorism is maintained, coupled with a cost-benefit 

analysis of power-competence dynamics of the state actors; 

• The precedented, redemptive and habitual behaviorism of state actors can have (1) 

civilizational; (2) judgmental; (3) secular realist; or (4) formalist/legalist understand-

ings towards defining algorithmic activities. The above 4 qualities or understandings 

are common trends we can see in general, and so framework of behaviorism must be 

understood carefully2; 

• Notions of competence can be relative for state actors. Now, for a neorealist global 

order, where multilateralism is essential, it would be necessary that technocratic no-

tions of global governance, based on ruthless competition is replaced with proactive 

collaboration. The same can be possible when the pre-participatory notions of col-

laborative governance are met with (a) ensuring optimal competence among state 

actors to at least revere and graduate collaboration and support to preserve the ethos 

of the international legal principles; and (b) harmonizing or mitigating the risks of 

power dynamics at various subsidiary geopolitical levels. Now, achieving both of 

them cannot be a sided-approach, where either of them is achieved but the latter 

which is left is capriciously compromised. Therefore, leaving the binary approach 

 
2 Here are certain instances as to the mainstream (non-exhaustive) observations behind strategy 

planning in diplomacy for state actors: 

1. civilizational – India cited civilizational grounds when it comes to bilateral relations 

with Iran amidst the Chabahar port controversy (Roy, 2020; Embassy of India, Tehran, 

Iran). Japan cites civilizational reasons in the Senkaku Islands dispute (Ministry of 

Foreign Affairs of Japan); 

2. judgmental – The United States has been involved in advocacy/interventionist 

measures to affirm or derecognize democratic legitimacy in the Middle East (Harris, et 

al., 2013; Riedel, 2013) & Central and Eastern Europe (Luers, 1987; Bertram, 1984);  

3. secular realist -  People’s Republic of China imposes claims on the South China Sea 

on the basis of repressive, expansionist measures (US-China Economic and Security 

Review Commission, 2016; Thomson Reuters, 2018);  

4. formalist/legalist – The Council of Europe and the European Union maintain technical 

liability frameworks in matters related to human rights, rule of law and social welfare. 

The liberal system of judicial governance under the European Court of Human Rights 

and the Court of the Justice of the European Union endorse legal formalism, which 

even costs their relations with Russian Federation (Council of the European Union, 

2020; Council of Europe, 2019). 
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or even its precepts, at least training and reproducing diplomatic relations in such a 

course, would at least assist state actors to gain some strategic leverage, but with 

better responsiveness and responsibility attached; 

 

The proposed attributes and factors to study and estimate the scope of AI with Diplo-

macy are as follows: 

Attributes & Factors 

The multilateral and plurilateral juristic persona of AI 

• The above attribute is designed to understand the limitations and expanding nature 

of AI as a juristic entity. The persona of artificial intelligence, in any form possible 

would be linked with the data-algorithm nexus, and so, the character of interpretation 

of the AI as a juristic entity needs to be seen under two specific dimensions: (a) 

multilateralism; (b) plurilateralism; 

• When we would interpret the scope of algorithmic activities and operations with 

respect to multilateral arrangements and bodies, the focus of the de lege ferenda 

should be on the technical commitments of the juristic entity towards the multilateral 

body/treaty/arrangement carefully. Further understanding can be derived from the 

dimensions of the hierarchies we can seek in – which can help us in determining the 

long-range customs that can be adopted in case of algorithmic activities3. The limit 

of such character interpretation of the AI realm will have some reservations, but 

achieving equity between multilateralism and sovereign equality (and state interests 

for that matter) would be better than a stricter, technocratic version of equality of 

balance between the two aforestated;  

• When we would interpret the scope of algorithmic activities and operations with 

respect to plurilateral arrangements, the role of customary international law (CIL) 

would be significant – but that same CIL framework unless has attained relevant 

significance in terms of the diplomatic maneuvers affirmed by state actors coupled 

with the relevance of the principle on the subject-matter, has no straightforward 

value. Persistent or subsequent objection might not be the prima facie resorts exer-

cised (does not mean they do not exist), but at least – the nature of conduct coupled 

with strategic restraints and cost-benefit analysis of the state actors if turns out to be 

pluralistic, and differing/consensual – then the involvement can be somehow deter-

mined; 

 
3   A reference to the North Sea Continental Shelf Cases in the ICJ can be made: 

     “With respect to the other elements usually regarded as necessary before a conventional rule 

can be considered to have become a general rule of international law, [that] it might be that, 

even without the passage of any considerable period of time, a very widespread and repre-

sentative participation in the convention might suffice of itself, provided it included that of 

States whose interests were specially affected (International Court of Justice, 1969).” 
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• Achieving rules-based strict regularization in IAL even at diplomatic levels would 

take time, but the approach of legal formalism can be adequately attracted in order 

to foster incremental step-by-step changes, considering the liberal, ‘interconnected’ 

notions of internet. It must be acknowledged that the universalist notions of inter-

connectivity, net neutrality, open internet, global privacy, etc., can be the good re-

sorts to expand the rules-based international framework, provided that risk assess-

ment becomes a mutual part of research in limited parallelism with the life cycle of 

the AI and the algorithmic activities and operations; 

• Stronger liability/responsibility/accountability mechanisms cannot be established in 

case of regularizing the persona of AI unless the purpose behind the hierarchies are 

clear. A nudged extra-coalescent approach, where frameworks are misused to por-

tray strict legalism, without determining the real, instrumental considerations behind 

the activities and operations adjudged – would be a self-defeating method, and this 

must be avoided; 

• The persona of AI and the footprints of algorithmic activities and operations will be 

subject to pluralist interpretations, and the diversity of adjudication must be recog-

nized to attain step-by-step normalization in specific domains for long-term impli-

cations;  

• The notions of cyberspace-related sovereignty, such as data protectionism, intra-

state securitization, splinternet, etc., would be possible and can be implemented. It 

is important to note that the openness of IAL instruments towards plurilateral 

measures is not just preserving the integrity and dignity of international cyber law, 

but also preserves the holistic, political and practical reasonability of the multilateral 

stakeholders and organizations, which contribute in shaping rules and measures over 

algorithmic activities and operations; 

The omnipresence and omnipotence of AI  

• The scope of determination of the omnipresence and omnipotence of AI is a key 

factor in determining as to how the movements, activities and scale of operations 

bestowed upon algorithms and their infrastructures is measured and adjudicated. 

• The term omnipresence signifies that the AI system or realm does have the capability 

to be present in many spaces of reference and adjudication as possible. For e.g.: the 

issue of accountability of any AI system cannot be based entirely on a top-to-down 

approach of imposition of liability norms, but the mechanism of accountability can 

be conversed and developed via a sense of preparedness that any AI system requires. 

This also leads us to understand that the schemes of preparedness for a Responsible 

AI system or realm is not unidirectional neither it can be unidimensional. Omnipres-

ence therefore can be distinctively categorized by accepting the fact that: 

─ The directional vectors that guide algorithmic activities are aesthetically all-com-

prehensive subject to the scope of data quality and the experience of the learning 

mechanisms involved in the due process; 

─ The dimensional references of the AI system are cross-fertilized and may not 

align to similar considerations and limited interdisciplinary estimates towards cir-

cumstances and their restraints; 
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• The term omnipotence signifies that the plateau and forms in the potential of algo-

rithmic activities and operations, subject (limitedly) to the way they work and are 

designed, are wide-reaching. It also means that there can be some limited jurispru-

dential assumptions that can be applied to measure, deter and convict the counts and 

scores of activities incurred upon, but it is recommend that the adjudicatory systems 

in states and international organizations are prepared at best to reckon that the reso-

lution of issues based on omnipotence is subject to better experience studies and not 

just mere democratization of liability regimes and modules;  

The hierarchies that involve AI in diplomatic activities  

• The hierarchical arrangements in the order of diplomatic activities where AI is in-

volved can be based on some important understandings: 

─ The basic nature of the political framework of a state and its government machin-

eries, based on their skill cum experience mechanisms in matters related to diplo-

matic engagement and resistance shall be an integral, disruptive and substantive 

factor in determining as to how will be the creation, disruption, amendment and 

repeal of the hierarchies would be done; 

─ The covert nature of a political framework of a state and its government machin-

eries would have an operational yet limited role considering the situation where a 

proportional relationship between transparency in governance & trust in security 

assets and operations is settled, transformed and maintained; 

─ Strategies and planning measures also decide the recourse of the political ethos 

of a state framework, but the implementation of the same does not have an integral 

role in transforming the involvement of AI in diplomatic activities unless there 

are force majeure incidents or some due necessity is fungible; 

3.2 Strategic Constraints that Influence AI 

Market Economics and Neoliberalism 

• Economics and geography are historically connected, and the potential of global 

capitalism and neoliberalism, which are the backbone of a technocratic rules-based 

globalization (3rd and 4th wave), is central towards the democratization and econo-

mization of AI. There can be various ways through which various Global North and 

Global South countries behave towards AI/ML products and services, but it is un-

doubtful – that in the soft power context, the democratization of AI involves how 

economics would play in the near future. In the realm of hard power AI services and 

products, notions and initiatives of protectionism would be important and might not 

be too much disruptive at least for a few years or a decade. However, in the soft 

power context, considering the utilization of AI in any possible operation, it can fuel 

the politics of economics based on the principles of neoliberalism. A large focus in 

this arena has been on the issues related to automation and augmentation, where we 

can find many relevant examples of juxtaposing economic measures to cause strate-

gic and cultural-economic imbalances.  
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• Interestingly, while in the hard power context, it would not be easy to figure whether 

algorithmic operations and activities transcend the connective relationship between 

developmental economics and topical geography, it is safe to propose that in the soft 

power context, algorithmic activities create digital territories of influence and cul-

ture/soft power economics. Examples include propaganda campaigns by state ma-

chineries in China, automated surveillance, social media community policing and 

censorship, etc. More or less, algorithmic activities transcend the geo-economic re-

alities of the physical world and can impose the metaphysical, digital and even spir-

itual (to a limited extent) dimensions of cyber and information (non-physical) space. 

Thus, AI is capable to infuse cultural-information warfare and diplomatic measures, 

and it can be ideologically muted as well as blind in many circumstances in the near 

future. 

The ideology of Multilateralism 

• Multilateralism, like any other political conception, has some ideological backbone 

that we must reckon carefully. Although in case of hard power situations, the ideo-

logical matrix of multilateralism has to face the brunt of constraints and resistance, 

where implementing the practices, commitments and confidence of the same is a big 

risk as well as a diplomatic, military and legal achievement (if it does tends towards 

acutely). In the case of soft power situations, multilateralism receives immense sup-

port from its ideological framework, provided that the practice itself is not dogmatic 

and without feedback. Multilateralism can have different utilitarian prospects in var-

ious arrangements, NGOs and international organizations. For example, while the 

UN’s system of multilateralism has a special focus on global and regional mandates 

rendered by states, the EU represents its member-states under the TEU and the TFEU 

in many controlled forms, where decision-making unlike the UN, is technocratically 

decided by the European Commission and the Council of the European Union with 

binding value. Similarly, the Eurasian Economic Union founded by Russian Feder-

ation and 4 other Central Asian countries, is more of an economic union, which does 

not render similar restraints on its members. On the other hand, NATO and CSTO 

focus on military operations and arrangements, but their role has certain imperative 

limitations.  

• Multilateralism therefore, is a reasonable political conception, even in matters re-

lated to cyberspace, provided that the risks of information, metaphysical and spiritual 

warfare condoned by state and non-state actors is (1) regulated, (2) tackled; and (3) 

addressed with clarity. The principle of subsidiarity in international law also plays 

an important role, because confidence-building measures do not always require over 

controlled measures led by multilateral bodies. Involvement of plurilateral actors 

also is helpful and workable in many situations, and might be disruptive towards the 

pre-emptive and presumptive expectations of the stakeholders in that multilateral 

organization or arrangement, but if the commitments are based on open-ended trust, 

and patience, then the obscuration of multilateralism as an ideology can be avoided 

in many ways possible. In the case of algorithmic activities and operations, it is 
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important to address three ideological, cultural, decisional and political issues that 

multilateralism might have to face: 

─ The principles, precedents-based analogies and understanding of AI Ethics and 

its basic liability-accountability frameworks would not be in parallelism for all 

countries. There will be certain strategic considerations, which might be uncom-

monly discernible, and it is recommended that aesthetic differences are very cen-

tral to the principled adherence of multilateralism as an ideology.  

─ Multilateral organizations like the UN, EU, CoE and even NATO, have been crit-

icized for ideological and political obscuration in various matters of international 

concerns, whether it is the issue of armed conflicts in the Middle East (Iraq, Libya, 

Syria etc.,), the issue of Brexit, or (a) the question of an independent investigation 

and (b) the promise of multilateralism in terms of support to smaller countries on 

the COVID19 pandemic.   

 

4 Customary International Law in IAL: Approach and 

Formulations 

4.1 Influence on Traditional International Law 

The use of IAL would affect the notions of traditional international law. However, the 

effect towards the notions of pure international law would remain perpetuated on the 

considerations of opinio juris and erga omnes. In general, cyber sovereignty will be the 

umbrella field behind the notions of data sovereignty (suzerainty over the flow, provi-

sion, procurement and protection of data), algorithmic sovereignty (suzerainty over the 

nature, examination and design of algorithmic activities based on research and state 

interests), cyber espionage and tech-economic protectionism. The definitive aspects of 

cyberspace emerged in the 20th century, after the Second World War. However, the rise 

of the phenomenon in international law was marked with a special moment – when the 

recognition of ICTs in the 2005 Tunis Agenda was done. Following the same, tradi-

tional international law became a skeletal backbone for international cyber law. Con-

sidering the circumstances that splinternet is inevitable in the coming decades, it is im-

portant to capture the legal traditions that have emerged. There are some common per-

spectives under emergence in traditional international law, which are explained as fol-

lows: 

• One integral perspective that has emerged is of a globalist, multilateral and presum-

ably liberal vision of international cyber law, where net neutrality is respected as a 

strong unabetted principle in cyberspace. However, there already exist antithetical 

operations that prove that net neutrality was not possible; 

• The second perspective that is still yet to emerge is of a disruptive, protectionist and 

plurilateral vision of international cyber law, where a pure understanding of 
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geopolitics and realities in foreign relations and domestic issues defines the policy 

of states. There is a growing consensus in the Global North in favor of the second 

perspective; 

• The third perspective – which is considered either a counter or a balance to the above 

two perspectives, which are usually framed as ‘dichotomous’ is related to the pro-

portionality between hard power approaches and soft power approaches, where ab-

solute net neutrality, no protectionism and absolute transborder flow of data is not 

regarded as relevant under the international legal framework; 

• It is therefore suggested that the notions of international algorithmic law within the 

pure international legal framework must be based on a proper, realist and generalist 

conglomeration of the 3 mainstream perspectives, so that the clarity of definability 

of international legal customs is possible; 

4.2 How will the Sources of International Law shape under IAL? 

The sources of international law will remain under the same Article 38 (of the Statute 

of the International Court of Justice) standard. There would be no special change in the 

status quo. However, the relevance, scope and onus of the regard of sources, at least 

under the framework of diplomatic proceduralism would surely be affected direly. It 

means that the sources of international law are not foreign or immune to anthropologi-

cal issues and realities, and thus, including physical space, the role of metaphysical, 

information and cyber spaces will have some relevance to influence how the sources 

and the principles have emerged.  

For example – there is an emerging field known as Emotions in International Law, 

which is being discussed and worked on in European universities for some time now. 

The basis of this field is that juridical and administrative activities do not accept the 

element of emotion in a more constitutive and direct way. Adjudication, therefore under 

this field, must have the element of emotions and considerations to the elements of 

empathy and compassion, as is generally proposed. Although, many examples can be 

connected to the usual case studies of IHL and international refugee law, it is humbly 

submitted that sources of international law can easily be weaponized by states, whether 

it is through the complexity or interpretability of treaties, declarations, action plans, or 

perhaps other measures.  

Considering the nature of geopolitics however, nation-states would not intend much to 

resort for multilateral measures, except some of them, like India, China, Russia, EU 

members and perhaps some ASEAN member-states (on the South China issue, for ex-

ample). Thus, the defining moment of the sources of international law is not too immi-

nent, yet cannot be ignored. Additionally, if the first perspective of traditional interna-

tional law over cyber suzerainty as discussed above is imposed on member-states, then 

it might create serious problems for the credibility of the multilateral order. For example 

– the UN is considering partnerships with Chinese companies Alibaba and Tencent, 

which became a matter of concern for international NGOs and non-state actors. Even 

the UN Secretary-General was quoted in a recent tweet on the COVID19 pandemic, 

where his views on the patriarchy and the pandemic became a matter of concern for 
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many people. Thus, the following observations can be made on the development of the 

sources of international law: 

• That the sources can be weaponized, and will be subjected to the dimensionality and 

plurality of different kinds of spaces, from territorial to air to outer space to the in-

ternet, and the same can go to the limits of information and metaphysical warfare; 

• It is humbly recommended that the development of the sources of international law 

must be incremental, because the schemes of political motivation endorsed by dif-

ferent state and non-state actors cannot be directly transitioned into absolute multi-

lateral political consensuses. If this is not taken care of, then the multilateral ethos 

of international organizations committed to cyberspace and AI would be affected 

direly; 

• The openness of interpretations is not just about state interests under adjudication, 

because the anthropological backing – helmed by geopolitics would also decide how 

the sources can be weaponized to develop, improve and monitor the credibility, ex-

istentiality and relevance of the rules-based international order; 

4.3 Determinacy of the International Legal Customs, Jus Cogens and 

the Objector Principles 

The development of peremptory norms under international law has been central to the 

schematization of the idea of internationalization and transfusion into the notion of ‘in-

ternational community’4. Legal pluralism is often opposed when the relevancy of jus 

cogens comes into effect, and in general – that can emanate from the very simple ex-

amples of the universality of human rights, issues related to climate and environmental 

changes, humanitarian intervention (Normativity in International Law: The Case of 

Unilateral Humanitarian Intervention, 2003) & R2P and many more. However, it is 

clear that the ambit of peremptory norms and the admission of any principle under the 

realm of customary international law, within the draft conclusions over the identifica-

tion of customary international law given by the International Law Commission 

(International Law Commission, 2018 pp. 22-23, 27 ) must be incremental. Instancy of 

adoption of any peremptory norms and international legal customs is uncommon and 

must be discouraged anyways. Therefore, in line with the ICJ’s alternative view in the 

Malaysia/Singapore case of 20085 over the understanding and scope of CIL, it is clear 

that the procedural status quo of CIL, the objectors and jus cogens methods would not 

change that much. Nevertheless, it is important to understand that the growth of CIL in 

the case of IAL would be strategic, if not consensual. Perhaps the development can 

stem with states and their lobbied alliances or partnerships, but stemming it to a larger 

 
4 Please refer to the dealings of CIL and the objector principles in this book by James A. Green 

(Green, 2016 pp. 173-178). 
5 “[t]he absence of reaction may well amount to acquiescence …. That is to say, silence may also 

speak, but only if the conduct of the other State calls for a response (International Court of 

Justice, 2008 pp. 12, 50–51)”. 
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consensual mechanism is not a near possibility considering the political situation of the 

UN and some multilateral organizations. The fluidity and multidimensionality of met-

aphysics, cyberspace and information warfare cannot be controlled nor monitored ef-

fectively through CIL mechanisms, as it can be termed as some sort of anthropological 

overreach through legal and diplomatic means. Thus, more research is required in order 

to focus on more autonomy and better normalization. 

5 Conclusions 

The conclusions of this Discussion Paper are presented as follows: 

• The need to develop scholarship in the field of International Algorithmic Law or IAL 

will be a reasonable step to ensure that the field of international law goes beyond the 

monolithic curves and structures of liabilities and considerations; 

• A top-to-down technocratic approach will not help the cause of multilateral institu-

tions that involve in AI Ethics and its legal development at both national and global 

levels; 

• Algorithmic sovereignty and diplomacy would have a special significance in the 

field of diplomacy considering the disruptive nature of AI; 

• Algorithmic operations and activities can have a unitary and advanced level of role 

to transform as tools or modus operandi; 

• The dimensions of warfare (hard power and soft power) structures within IAL would 

not be limited to physical and cyber activities: it can extend to information, meta-

physics and even eschatology; 

• Plurilateralism cannot be ignored, if multilateralism in cyberspace and the realm of 

AI is to be maintained. Sovereignty will be an important civilizational and develop-

mental aspect of multilateral governance and plurilateral actions; 

• The morphology of algorithmic operations will be multidimensional, multidirec-

tional, omnipotent and omnipresent, provided that the changes are monitored incre-

mentally with due care and responsibility to transfuse algorithmic activities under 

better regulations; 

• The development of traditional international law and the international legal custom 

are not prepared to deal with disruptions caused by algorithmic activities. However, 

the solutions to the problems must be based on effective political consensus and not 

ideological, political and social ethnocentrism; 

• Tools within the scope of jus cogens and the objectors (persistent and subsequent) 

would reasonably transform. However, one of the most defining factors in the ques-

tionable and unquestionable aspects of these will be central to the fluidity and mul-

tidimensionality of cyberspace, information warfare and metaphysics, which re-

quires more research; 
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